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THE NETWORK MANAGER

S,

OF THE FUTURE

How to prevent headaches and heartburn

By Kevin Mills

hat will the world of network management
be like in the 1990s? Before we make an effort
at serious prediction, let’s consider a possible
future scenario:
Awakened from a sound sleep, Owen S. Ingram,
manager of MegaCorp.’s international integrated ser-
vices network, finds the emergency message alarm
flashing on his bedside communications center. Shaking
the fog from his brain, Ingram mumbles, “'This better be
important,” as he logs into the Megamail system. The
directory shows several unread messages, but only one
is flashing red. Still a bit groggy, Ingram scans the notice
from the MegaCorp. network operations center. A major
catastrophe appears to be forming in the Asian region.
The network is partitioning, isolating Asia from the
United States and Europe, just as the business day
begins in the Pacific region. Ingram immediately con-
nects to NetMinder, MegaCorp.’s knowledge-based net-
work management expert system, entering voice inter-
active mode.

“Ingram here.”

“Validated,” replies NetMinder.

“What is the problem?” inquires Ingram.

NetMinder reports, “Data traffic cannot transit major
backbone segments into or out of Asia, through Europe
or the United States. Voice circuits can still be estab-
lished. Data traffic bound to and from Asia flows to
Africa and South America,
where messages disap-
pear. Preliminary analyses
indicate that network
packet switches have ob-
tained and are spreading
faulty routing informa-
tion.”

“Go on,” prompts In-
gram, unimpressed.

““Routing tables re-
trieved from several key
packet switches verify the
existence of bad routes,”
continues NetMinder.
“Test voice circuits estab-
lished through our PBXes

provide paper connectivity.”

“What do you recommend?” asks Ingram.

“Two courses of action are advised. First, inject static
routing tables into interdomain packet switches, setting
the dynamic routing updates to test mode only. The
static routes will provide switched circuit paths through
our PBXes into and out of Asia, reducing voice capacity
by about 25%. The missing capacity can be recovered
through planned backup service from public telephone
carriers.

“Second, begin tests to identify and isolate the source
of bad routing information,” concludes NetMinder.

“What tests are recommended?” insists the boss.

“The bad routing information must originate from one
of our interdomain routing agreements  [reliminary
analysis identifies three suspects: one, our Asian subsid-
iary MegaEast; two, the South African Ivlephone Net-
work through which we route all messages bound for
African destinations; and three, the Brasihan Telenet
subsidiary that provides an alternate entrv and exit for
our South American data traffic. The test will consist of
isolating each suspect fault source in turn. clearing dy-
namic route information in our packet switches. A trace
of routing updates should locate the tault source.”

“Reconfigure the backup circuits now.” vrders In-
gram, “and initiate tests to find the dyvnamic routing
faults. Remember that a number of faults may be found.

“How long will the tests
take?” asks a sleepy In-
gram.

“Four to six hours,”” re-
sponds NetMinder.

“Send me an emergency
notification upon comple-
tion,” commands Ingram,
turning back toward bed.

Arriving at work, Owen
Ingram skips his normal
morning pleasantries and
connects to  NcetMinder.
While waiting for results
from the dynamic routing
tests, Ingram deades he
will veritv the proper oper-
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ation of the backup recon-
figuration installed bv Net-
Minder last night. The
network elements seem to
be operating okav, except
that the interdomain
boundary nodes are set to
test mode. Queries to Net-
Minder verifv resource uti-
lizations within tolerable
ranges on all components.
All data and voice traffic
into and out of Asia is
flowing with normal qual-
ity, although the cost of the scrvice is up sharplv.

Before [ns,ram can investigate some ideas for fine
tuning the cost pertormance ratio of the trans-Asian
routes, an emergency notification arrives from Net-
Minder. The dvnamic routing tests are complete.
Switching to voice interactive mode Ingram identifies
himself and asks for a report.

“Faulty routing information originates across the in-
terdomain link with the South African Telephone Net-
work. This is a single failure of unknown cause,” reports
NetMinder.

“Recommended solution?” asks Ingram.

“The South African Telephone Network is outside
MegaCorp. control. Breaking the interdomain routing
connection with South Africa is the only solution. This
will result in restoring dvnamic routing service within
the remainder of the MegaCorp. network, but will pre-
vent data traffic to and from Africa.”

After a few minutes’ thought, Ingram commands Net-
Minder to break the interdomain routing link to South
Africa. Ingram, recalling a backup satellite packet-
switching network installed some vears back, orders
NetMinder to reconfigure African data traffic routes
usmg satellite transmission.

“Report status when complete,” barks Ingram, mak-
ing a note to arrange a meeting with South African
Telephone representatives concerning reestablishment
of a new interdomain routing abreement

“Reportmg reconfiguration complete,” drones Net-
Minder. “The quality and cost of the recontigured Afri-
can routes are within MegaCorp. limits, but coverage
through the satellite network is onlv 65% of normal.”

Ingram makes a final request of NetMinder: “Inform
the major message centers of the situation, and request
that thev relay loss of service information to uncovered
sites through appropriate internal country channels.
Also request that they make temporary arrangements to
act as relay points using anyv available leased or dialed
telephone circuits. Monitor the situation as it evolves
and prepare a network connectivity diagram for our new
African network.”

Back To Reality

global network managed by a single man with the aid
of an expert svstem? Not i vour litetime, vou sav?
Mavbe not, but some trends are clearly leading us into a

Complex global telecom networks will proliferate

I tuture where such ad-
: vanced network manage-
: ment techniques and facili-
" ties are not only possible,
but necessaryv.

Todav, as our tlight of
fancy reveals, we can al-
readv toresee the network
environment of the late
1990s. Corporate networks
of international scope will
abound. The networks will
not be built from tacilities
wholly owned by a single
organization; therefore, multiple administrative do-
mains will be encountered.

The network will not be clearly separable from the
users it serves, as communications and computing con-
tinue to blur. Heterogeneity will enter all parts of the
network, in such forms as multiple vendor equipment,
various protocol suites, mixes of public and private
transmission facilities, coexistence of packet and circuit
switching, expansion of local-area networks into metro-
politan networks, and a multitude of regulations and
legislation unigque to specific countries. Network end
points will move as people travel around the world vet
still expect to be accessible.

These factors toretell a mammoth increase m complex-
itv. The number and value of the resources involved will
be s‘ta&,ering. Availability of a reliable scrvice ot high
quality will be more essential than ever betore.

The © variety of network applications won't change,
but the volume of information will increase, as will the
number of users. The two biggest uses ot data net-
works will continue to be business data interchange
and electronic mail. As the number of automated of-
fices increase, interchange of documents will grow . A
rise in the number of graphic workstations will lead to
vast increases in diagrammatic traffic. these bulk
data transfer applications grow, the use ot tile trans-
ters will follow.

Due to user delav expectations, remote log-on services
will remain restricted to limited geographic arcas sup-
ported by local networks. An exception is remote data-
base access. The number of on-line directories and intor-
mation bases will grow as information becomes a more
valuable resource. Such repositories will be compiled
and supplied by commercial tirms, requiring remote
terminal access across wide geographic arcas.

The use of geographically distributed processing re-
sources will not increase appreciably. Improved attorda-
bility of computers limits the need for resource sharing,.
An exception is the sharing of supercomputers. Super-
computers are expensive enough that establishment of a
limited number of resource centers is likelv. Thus, trans-
fer of jobs to, and results from, such centers is a likelv
use for networks in the 1990s.

Eventual implementation of integrated services digital
networks (ISDN) mayv lead to new applications such as
integrated teleconferencing. By integrating and svnchro
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nizing the display of video, voice, text, and graphics
information, ISDN services may provide an alternative
to physical travel for routine business meetings. Such
services seem technically feasible, but their acceptance
will depend upon changes in business behavior.

How To Prepare

The network manager is facing a period of increasing
complexity, aboundant heterogeneity, and enlarging re-
sponsibility. How can he prepare?

The best hope for managing the complexity is to limit
the interoperability problems arising from heterogene-
itv. Adopt standards for network communication
wherever possible. By selecting standards and de-
manding their implementation within products betore
vou buy, interoperability problems may be reduced.

When a LAN or PBX includes a proprietarv manage-
ment system, insist upon adherence to a corporatewide
standard for communications with the network oper-
ations center. And rather than setting vour own corpo-
rate standard, which carries little weight with major
vendors, support the development and adoption of in-
ternational standards for Open Systems Interconnection
(OSI) network management. Joining in the development
of OSI management standards can help to ensure that
they meet your needs. Adopting the results will add
your corporate weight to that of many others, creating a
market that will attract vendor attention.

As a second step, specify a minimum level of network
management functions to be implemented in every
product or by every service that vou purchase. These
specifications define the minimal level of network man-
agement meeting vour needs. You must work so that
emerging standards for network management enable
such needs to be satistied. Then buy network products
that meet the standards. Taking this step after an inter-
national corporate network has evolved can be very
costly.

As a third step, distribute the responsibility for net-
work management. The method for distribution may
be organizational or geographical, depending on the
preferences and culture of the corporation. Two bene-
fits accrue from distributing the responsibility. First,
quality service demands that network management
staff be located close to the users. Nothing unsettles a
user more than dealing with a remote set of unknown
faces concerning a problem that is very immediate and
local. Second, with management responslblhtv divid-
ed, each section.of the network gets more careful
scrutiny. Thus, problems that are local or regional in
scope can often be identified and fixed quickly without
a central network operations center becoming aware
immediately.

To support distributed management responsibility a
coordinated hierarchv of ““manager managers” must be
implemented. The exact partitoning, again, depends on
the needs of the organizathon. But the rules for coverage
and precedence must be detined unambiguously. Stan-
dards must be established tor the interoperation of man-
ager-to-manager communications. The level of informa-

tion needed as management traverses the hierarchy must
be carefully assessed. Thoughttful design leads to collecting
network information as the scope of management in-
creases. But provision must remain for higher-level man-
agers to take over for failed lower-level managers.

Rule-based expert systems show some potential for
aiding in network management. As a first application,
such systems may be applied to help in the diagnosis of
network faults. The application of knowledge-based
techniques to diagnosis is already demonstrated in
medicine. Network fault diagnosis, though, presents
some harder problems. The body of knowledge required
to diagnose network troubles does not exist, and may
never exist in the general sense. For each network, a
unique body of knowledge must be derived and en-
coded. A general bodv of knowledge is well off in the
future.

Because the control loop for network fault and perfor-
mance evaluation and correction is so tight, a more
promising immediate application of expert svstems to
network management may occur in off-line areas such as
network design and capacity planning. Using a set of
facts collected from slowly changing sources or trom
dynamic sources, an expert svstem mav assist in select-
ing cost-effective design alternatives and network up-
grades. As a result, a canned set of backup configura-
tions and a threshold-activated set of network upgrades
might be established for use as needed.

Headaches And Heartburn

In past vears the IS manager was tabbed as the man
with headaches and heartburn. Now computing has
spread to user departments, easing pressures on the DP
center to meet all processing needs in the corporation.
The corporate focus today is on information as a re-
source.

The requirements tor ready and efticient access to
information are growing at just the time that communi-
cations deregulation changes the nature of telecom-
munications. These changes mean headaches and heart-
burn ahead tor the network manager unless he plans for
the late 1990s" network environment today. 88|
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